DURATION:
2 Hours

FORMAT:
Self-paced, Web-based training

PREREQUISITES:

* CFP264 or have equivalent Fabric OS
5.1.0 and Brocade Product skills

AUDIENCE:

This course is for administrators and
technicians responsible for
implementing, managing, and
troubleshooting Access Control Lists in
Brocade SANs. Topics discussed in this
course include the SCC and DCC
policies, fabric merging with ACL
policies present, distribution of
password databases, and
troubleshooting ACLs configurations.
Also discussed are ACL requirements
when implementing cascaded FICON
installations.
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SFO 103 Introduction to Security in

SANs Using Access Control Lists
Web-based training (eStudy)

DESCRIPTION:

This Web-based training course provides the technical and process information
needed to implement and deploy security in a SAN using Access Control Lists
that were introduced with Fabric OS v5.2. Also covered are some of the
troubleshooting methodology involved with ACLs.

OBJECTIVES:
Upon successful completion of this course the student should be able to:
* Review key concepts and terminology around Access Control Lists (ACLs),
and how they provide device and switch access control to a fabric
Identify the steps required to implement ACLs in Fabric OS v5.2
* Review some of the troubleshooting activities around ACLs in Fabric OS v5.2
* Distribute fabric wide user accounts and passwords
* Describe the functions of the switch connection control (SCC) and device
connection control (DCC) databases
» Describe the impact of fabric merges with the consistency policies set to
absent, tolerant or restrictive.
List the rules when implementing ACLs in a routed fabric environment
* Explain the considerations when implementing ACLs in an environment that
also had administrative domains present
Troubleshoot Access Control List problems
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