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Introduction 

Personal computing in today’s world has taken a paradigm shift towards a user centric approach of providing the 

requisite information to the user at all times. This model of computing mandates availability of data/information 

whenever or wherever the user accesses it from. An Information Technology (IT) infrastructure that can deliver the 

new data model requires being adequately secure, fast and reliable and inherently supporting an array of 

heterogeneous mobile devices. A common look and feel provided to all such devices will enhance the usability of 

such a device. VMware View 4.6 is   the software that provides the same desktop to any device thus enabling the 

user to have the same desktop prevalent across different compute devices. This guide highlights the solution 

architecture and configuration of VMware View 4.6 along with its requisite infrastructure elements; Dell Blade 

Servers, Brocade Networking, and Equal Logic Storage. 

The success criterion for testing this virtual end user computing solution is to ensure that the application response 

times of the respective desktop applications meet customer expectations and match their price-performance 

requirements; i.e., most of the applications have response times less than 5 seconds.  

The key products in the solution are VMware vSphere 4™, VMware View 4.6™ suite of products, Brocade® VDX™ 

6720 Data Center Switches, rack servers using the Intel® Xeon® CPU E5520@2.27GHz  CPUs, Dell™  EqualLogic™ 

PS6010X iSCSI storage arrays and Trend Micro™ Deep Security 7.5. Configuration instructions are included for the 

iSCSI storage arrays, the VMware software, Brocade networking, and Trend Micro security. 

The following prerequisites are required to deploy this solution: 

¶ Familiarity with Brocade VDX 6720, VMware vSphere 4.1, VMware View Manager 4.6, Trend Micro Deep 

Security. 

¶ Installation of the VMware vSphere 4.1, VMware View 4.6 suite of products, installing and configuring Dell 

EqualLogic PS6010x iSCSI storage arrays, and installing and configuring the Brocade VDX 6720 switch in 

your network. 

¶ A general understanding of how the Brocade VDX 6720 functions. 

¶ Ability to perform all of the configuration procedures on the Brocade VDX 6720 (complete configuration 

information is listed in Appendix A). 

 

Testing results demonstrated that virtual end user computing could easily be deployed over Brocade networking, 

using the Brocade VDX Data Center Switch to deliver Brocade VCS, the industry’s first Ethernet fabric. 

This document is part of a series of guides on deploying virtual end user computing on Brocade cloud-optimized 

networks. The goal is to allow IT to start pragmatically and scale practically in phases to support the entire user base 

in the largest organizations. 
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Challenges 

In order to deliver on the benefits of virtual desktops, IT needs to address a unique set of challenges. These include: 

¶ Desktop Performance: users expect virtual desktop’s response time be comparable to their personal 

desktops or laptops. 

¶ Secured Client Access: IT needs to prevent data loss and leakage while giving the user the freedom to 

access applications and data – at any time, from anywhere, using any device. 

¶ No Business Disruptions: as wide-scale VDI deployment requires end-to-end high performance LAN, campus 

and data center networks, deployment can be disruptive if a ―rip and replace‖ and proprietary solution is 

used. This will impact the TCO as well as customer services. 

¶ Business Productivity: IT needs to do more with less and find ways to cut costs on existing IT expenditures so 

they can invest in new applications to drive further user productivity.  
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Brocade and VMware VDI Solution 

Brocade and VMware collaborated on the reference architecture to establish the specifications and configuration for 

the constituent components. These include the configuration of load simulation, user workload profiles, server 

configuration, networking configuration, and storage configuration. The test was set up utilizing the VMware 

Reference Architecture Workload Simulator (RAWC), a tool used to simulate realistic user environments for test 

purposes. The test simulates a user opening and closing a familiar suite of applications – Internet Explorer, 

Microsoft PowerPoint, Microsoft Excel, Microsoft Media Player, Microsoft Word, Windows Media Player and Adobe 

Reader.  

An overview of the Brocade-VMware reference virtual end user computing solution is shown in Figure 1. 

Figure 1: VMware View solution architecture with Brocade VCS Technology   
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Benefits of the Brocade-VMware Virtual End User Solution 

The Brocade-VMware solution is architected to address the VDI challenges, as organizations are able to: 

¶ Enable performance and scalability as Brocade and VMware provide the price/performance, end-to-end VDI 

and network products to allow users to build VDI solutions that meet the performance requirements of a 

user and scale to support wide-scale VDI deployment. VMware View optimizes the provisioning and 

deployment of desktops using features like Integrated Application Assignment, Tiered Storage, and Single 

Sign ON (SSO). Unlike classical, hierarchical Ethernet architectures, Brocade Ethernet fabrics provide higher 

levels of performance, utilization, and availability. With this solution, organizations are able to scale easily by 

utilizing plug-and-play architecture enabled by Brocade VCS technology to add compute and storage 

capacities dynamically. Brocade converged network adapters (CNAs) are fully featured 10 GbE NICs that 

provide stateless networking offloads such as TCP checksum and segmentation offloads for improved 

performance and more efficient CPU usage. Brocade CNAs support Virtual Machine Optimized Ports (VMOPs) 

to offload the hypervisor of essential virtual switching tasks, such as incoming packet classification and 

sorting tasks, helping to reduce latency and improve throughput while freeing CPU cycles. Brocade CNAs 

drive throughput of 500K IOPs per port. Other advanced features in the CNA and Brocade VDX switches, 

such as stateless networking offloads and active-active connection, provide even higher performance and 

throughput. 

¶ Provide security with powerful, validated functions from best-of-breed vendors enabled via VMware View 

PCoIP security gateway, which allows secure connections to the desktops with stronger authentication 

without VPN connections. The solution protects the virtual desktops from malware and viruses. Brocade ADX 

Security Shields can be added to deliver wire-speed multi-gigabit-rate protection from Denial of Service (DoS) 

and Distributed DoS (DDoS). 

¶ Ease migration as Brocade and VMware products are built on open standards and validated for 

interoperability with leading server, storage, and network vendors. This allows customers to leverage their 

existing infrastructure for VDI without resorting to a ―rip and replace‖ and proprietary solution. In addition, 

Brocade’s support for multiple protocols (such as TRILL, DCB, iSCSI, NAS, and FCoE) and ―pay as you grow‖ 

modular upgrades allows user to expand based on desktop requirements. VMware View is fully compatible 

with all versions vSphere. 

¶ Drive lower TCO as the solution utilizes best-of-breed products built on the strengths of two companies that 

are market innovators. The solution utilizes a virtualization platform with VMware vSphere and View in 

conjunction with the Brocade VDX 6720 family of data center switches and the best options from leading 

compute and storage vendors. Organizations can choose the best options to realize the greatest ROI at the 

lowest TCO. 
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Solution Validation  

The solution architecture is shown in Figure 2 below. RAWC controller, the data center infrastructure is connected 

through the Brocade FastIron switch (FGS) as the Management network. The VDI environment is connected through 

Brocade VCS Ethernet fabric to form the desktop and the storage network. 
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Figure 2. Solution architecture for VDI over Brocade Ethernet Fabric 

The Brocade VDX switch enables a plug-and-play virtualization infrastructure. The VDI ESX servers are configured 

with Brocade CNA and protected with Trend Micro’s Deep Security. This combination provides IT with a flat, high-

performance network to support vMotion at a low total cost of ownership. 

The VMware View Desktops can be deployed in numerous ways. For this solution we have deployed it using linked 

clones. A linked clone is a reference to the original virtual machine and requires less disk space to store. It is made 

from a snapshot of the parent. All files available on the parent at the moment of the snapshot continue to remain 

available to the linked clone. Ongoing changes to the virtual disk of the parent do not affect the linked clone, and 

changes to the disk of the linked clone do not affect the parent. A linked clone cannot run without access to the 

parent.   



   
 

8 

 

 
The solution is built on a highly scalable pod architecture enabled by Brocade VCS technology. Single pods can host 

up to 1,000 virtual desktops and can be seamlessly connected together, supporting up to 80 Gigabits per second 

(Gbps) Inter-Switch Links (ISLs) to quickly scale out forming a logical chassis on demand as shown in Fig. 3. 

 

 

 

Figure 3: Scaling VDI PODs with Brocade VCS Technology 
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Infrastructure Components 

Software 

The key software products utilized in the Brocade-VMware solution are as follows: 

VMware vSphere 4 and vCenter Server 

VMware vSphere 4 is a virtualization platform for holistically managing large collections of infrastructure—CPUs, 

storage, networking—as a seamless, flexible, and dynamic operating environment. Unlike traditional operating 

systems that manage an individual machine, VMware vSphere aggregates the infrastructure of an entire data center 

to create a single powerhouse with resources that can be allocated quickly and dynamically to any application in 

need. 

VMware vSphere allows application to be migrated, non-disruptively into a virtual infrastructure with no changes to 

the application or the OS on which they are running. 

VMware vSphere delivers the performance required to run business-critical applications in large-scale environments. 

VMware vSphere provides two-four times the performance of the previous generation platform (VMware 

Infrastructure 3) while keeping virtualization overhead at a very limited 2-10 percent. With these performance 

numbers, VMware vSphere is able to run large, resource-intensive databases and, in many cases, enables 

applications to scale better on newer multicore servers. 

VMware vSphere provides a set of application services that enable applications to achieve unparalleled levels of 

availability, security, and scalability. For example, with VMware vSphere, all applications can be protected from 

downtime with VMware High Availability (HA) and VMware Fault Tolerance (FT), without the complexity of 

conventional clustering. In addition, applications can be scaled dynamically to meet changing loads with capabilities 

such as Hot Add and VMware Distributed Resource Scheduler (DRS). 

The VMware vCenter Product Family is an advanced virtualization management platform, which unlocks the power of 

virtualization through proactive management and centralized control of virtual infrastructure. For example, VMware 

vCenter AppSpeed enables IT operations to monitor and ensure the service levels of distributed multi-tier 

applications running on VMware vSphere. VMware vCenter Lab Manager 4 provides developers and application 

owners on-demand, self-service access to a library of application and development environments to accelerate 

develop and test cycles. 

VMware View 4.6 

VMware View delivers rich, personalized virtual desktops as a managed service from a virtualization platform built to 

deliver the entire desktop, including the operating system, applications, and data. With VMware View, desktop 

administrators virtualize the operating system, applications, and user data and deliver modern desktops to end-

users. Centralized automated management of these components increases control and cost savings, improves 

business agility, and provides a flexible high-performance desktop experience for end users, across a variety of 

network conditions.  

View Connection Server 

This software service acts as a broker for client connections. The View Connection Server authenticates users 

through Windows Active Directory and directs the request to the appropriate virtual machine, physical or blade PC, or 

Windows Terminal Services server. View Connection Server provides the following management capabilities: 

¶ Authenticating users 

¶ Entitling users to specific desktops and pools 

¶ Assigning applications packaged with VMware ThinApp to specific desktops and pools 

¶ Managing local and remote desktop sessions 

¶ Establishing secure connections between users and desktops 
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¶ Enabling single sign-on 

¶ Setting and applying policies 

 

Inside the corporate firewall, you install and configure a group of two or more View Connection Server instances. 

Their configuration data is stored in an embedded LDAP directory and is replicated among members of the group. 

Outside the corporate firewall, in the DMZ, you can install and configure View Connection Server as a security server. 

Security servers in the DMZ communicate with View Connection Servers inside the corporate firewall. Security 

servers offer a subset of functionality and are not required to be in an Active Directory domain. 

View Agent 

You install the View Agent service on all virtual machines, physical systems, and Terminal Service servers that you 

use as sources for View desktops. This agent communicates with View Client to provide features such as connection 

monitoring, virtual printing, and access to locally connected USB devices. If the desktop source is a virtual machine, 

you first install the View Agent service on that virtual machine and then use the virtual machine as a template or as 

a parent of linked clones. When you create a pool from this virtual machine, the agent is automatically installed on 

every virtual desktop. You can install the agent with an option for single sign-on. With single sign-on, users are 

prompted to log in only when they connect to View Connection Server and are not prompted a second time to 

connect to a virtual desktop. 

View Client 

The client software for accessing View desktops runs either on a Windows or Mac PC as a native application or on a 

thin client if you have View Client for Linux. 

After logging in, users select from a list of virtual desktops that they are authorized to use. Authorization can require 

Active Directory credentials, a UPN, a smart card PIN, or an RSA SecurID token. An administrator can configure View 

Client to allow end users to select a display protocol. Protocol includes PCoIP, Microsoft RDP, and HP RGS. The 

speed and display quality of PCoIP rival that of a physical PC. View Client with Local Mode (formerly called Offline 

Desktop) is a version of View Client that has been extended to allow end users to download virtual machines and 

use them on their local systems regardless of whether they have a network connection. 

View Administrator 

This Web-based application allows administrators to configure View Connection Server, deploy and manage View 

desktops, control user authentication, troubleshoot end user issues, initiate and examine system events, and carry 

out analytical activities. When you install a View Connection Server instance, the View Administrator application is 

also installed. This application allows administrators to manage View Connection Server instances from anywhere 

without having to install an application on their local computer. 
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View Composer 

You install this software service on a vCenter Server instance to manage the virtual machines. View Composer can 

then create a pool of linked clones from a specified parent virtual machine. This strategy reduces storage costs by 

up to 90 percent. Each linked clone acts like an independent desktop, with a unique host name and IP address, yet 

the linked clone requires significantly less storage because it shares a base image with the parent. Because linked-

clone desktop pools share a base image, you can quickly deploy updates and patches by updating only the parent 

virtual machine. End users’ settings, data, and applications are not affected. As of View 4.5, you can also use linked-

clone technology for View desktops that you download and check out to use on local systems. VMware View also 

provides the option to use tiered storage. This allows placement of important data on high I/O storage and 

infrequently used data on less expensive drives. Configuring View Composer replicas to a SSDD can yield high read 

performance for linked clone provisioning and concurrent references from linked clones. 

View Transfer Server 

This software manages and streamlines data transfers between the data center and View desktops that are checked 

out for use on end users’ local systems. View Transfer Server is required to support desktops that run View client 

with Local Mode (formerly called Offline Desktop). Several operations use View Transfer Server to send data 

between the View desktop in vCenter Server and the corresponding local desktop on the client system. View Transfer 

Server synchronizes local desktops with the corresponding desktops in the data center by replicating user-generated 

changes to the data center. Replications occur at intervals that you specify in local-mode policies. You can also 

initiate replications in View Administrator. You can set a policy that allows users to initiate replications from their 

local desktops. View Transfer Server keeps local desktops up-to-date by distributing common system data from the 

datacenter to local clients. View Transfer Server downloads View Composer base images from the image repository 

to local desktops. If a local computer is corrupted or lost, View Transfer Server can provision the local desktop and 

recover the user data by downloading the data and system image to the local desktop. 

Trend Micro Deep Security 7.5 

Trend Micro Deep Security provides advanced protection for systems in the dynamic datacenter—from virtual 

desktops to physical, virtual, or cloud servers. Deep Security combines intrusion detection and prevention, firewall, 

integrity monitoring, log inspection, and agentless anti-malware capabilities to help prevent data breaches and 

ensure business continuity. This dynamic, centrally managed solution also supports compliance with important 

standards and regulations such as PCI, FISMA, and HIPAA. 

Microsoft Windows 7 

Microsoft introduced Windows 7 in the autumn of 2009 as their next-generation desktop operating system to 

succeed Windows XP, their other flagship software. According to IDC report, around 70 percent of the enterprise 

users are using Windows XP and a majority of them are already looking to migrate to Windows 7 (see the IDC report 

Deployment Opportunities for Windows 7). 
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 Networking 

The solution networking utilizes the Brocade Virtual Cluster Switching (VCS) technology—a revolutionary Layer 2 

Ethernet capability that improves network utilization, maximizes application availability, increases scalability, and 

dramatically simplifies the network architecture in next-generation virtualized data centers.  

 The traditional network architecture, one used in data centers for the past several decades is shown in Fig 4. One of 

the huge limitations of this architecture is the use of Spanning Tree Protocol (STP) to prevent loops, which 

significantly limits network utilization. In addition, each of the switches on the network needs to be managed 

individually. 

 

 

 
 

Figure 4: Classic hierarchical Ethernet architecture 

C
o

re
A

g
g

re
g

a
ti
o

n
A

c
c
e
s
s



   
 

13 

 

Brocade VCS technology enables IT organizations to flatten and seamlessly scale out the Layer 2 network at the 

edge as shown in Figure 5. The Ethernet fabric is implemented using this key technology to eliminate STP and 

provide lossless forwarding so that both storage (iSCSI and FCoE) and IP traffic can use the same network when 

required. Using the Transparent Interconnection of Lots of Links (TRILL – an IETF standard) protocol, the VCS 

Ethernet fabric sets up multiple paths between VCS-compatible switches for enabling Data Center Bridging (DCB) 

traffic. In the VCS, all paths in the fabric are active, and if a link fails, traffic is automatically distributed to other 

available equal-cost paths with minimal delay. All the switches participating in the fabric can be managed as a single 

logical chassis. 

 

 

 
 

Figure 5: Brocade Ethernet Fabric Architecture 

In summary, compared with classical, hierarchical Ethernet architectures, the VCS Ethernet fabrics provide higher 

levels of performance, utilization, availability, and simplicity. The key network products utilized in the Brocade-

VMware solution are: 

Brocade VDX 6720 Data Center Switch with VCS Technology 

Brocade introduced VCS technology with the Brocade VDX family of data center switches, a new category of Ethernet 

switching—the Ethernet fabric switch. These switches include distributed intelligence to simplify network 

configuration and eliminate network policy problems created by virtual machine migration. The Brocade VDX 

switches greatly reduce management time as the network scales by viewing all switches as a single logical chassis 

sharing common configuration settings. 

Brocade Ethernet CNA 

Inside the Intel Xeon 5500 series based servers, Brocade 1010/1020 CNAs provide rock-solid connectivity for high-

performance virtualized servers with 10 GbE ports and lossless Ethernet using DCB protocols. Brocade Virtual 

Machine Optimized Ports (VMOP) offload the VMware hypervisor of virtual switching tasks such as incoming packet 

classification and sorting, reducing latency, improving throughput while freeing CPU cycles for improved productivity. 
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Servers and Storage 

The key server and storage products utilized in the Brocade VMware solution are as follows: 

Intel Rack Servers  

An Intel-based, 2-socket/1U server (with 5500/5600 Series Xeon CPUs) is suitable for data centers and remote 

sites that require virtualization. Features include reduced power consumption with increased performance over 

previous generations. In this solution, it is running the management software, VMware vCenter. 

An Intel-based, 2-socket/2U server is suitable to be used as the building block of today’s virtualized enterprise. It 

features enhanced memory capacity, great virtualization and database performance, and high energy efficiency. In 

this solution, it is running the ESX hypervisor from VMware for fast, easy virtualization.  

ISCSI Storage Arrays 

In this solution we used the latest storage arrays, which feature intuitive data availability for tiered application 

workloads, such as virtual desktops. Using a combination of low-latency SSD and performance-oriented SAS drives, 

EqualLogic automatically places data on the appropriate disk technology using historical I/O and performance 

patterns. 

A reference configuration of server hardware and software configurations is shown in Table 1 below:   

 

Component Usage 

VDI Rack Server Configuration  

10 Rack Servers 

¶ 2 x Intel Xeon 4 Core (E5520 @2.27GHz) 

¶ 72 GB memory 

¶ Brocade 1020 CNA  port (to iSCSI Storage Array --

16 disks – via Brocade VDX switches) 

¶ Brocade 1020 CNA port (to LAN) 

VMware ESX 4.1, for Windows 7 Desktop VM Clusters 

1 Rack Server  

¶ 2 Intel Xeon 4 Core  

¶ 72 GB memory 

VMware ESX 4.1 Infrastructure Cluster (vCenter Server, 

Domain Controllers, View Connection Manager, Active 

Directory, vMA) 

Storage Arrays  
3 x iSCSI Storage Arrays 

¶ 9.6 TB capacity per array 

¶ 15K RPM SAS  

¶ 4 10G SPF+ 

Storage arrays used for sorting data and backups 

LAN Fabric and Storage Fabric Switch  

Brocade VDX 6720 Data Center Switch 

¶ 2 x 24 port (24 POD enabled)  

Brocade Ethernet fabric for convergence between Ethernet 

and fabric  

Software  

VMware ESX 4.1 Hypervisor 

VMware View 4.6 VMware Virtual Desktop Infrastructure application 

Windows 7  Windows version of the VMs 

Windows Server 2008 R2 Enterprise Launcher, vCenter Server 

Trend Micro Deep Security 7.5 (SP1) Anti-malware, intrusion detection, firewall, integrity 

monitoring 

Windows VM Server 2003 SP2 RAWC Controller, Trend Micro, Active Directory, vMA 

RAWC 1.2 VMware View VDI workload generator 

MS Office 2007 Applications used in generated workload 

Table 1: Bill of materials of reference architecture test bed 
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Types of Users 

There are many reasons to consider a virtual desktop solution, such as an ever growing and diverse base of user 

devices, management complexity of traditional desktops, security, and user owned/non-IT supported devices. It is 

important to understand the requirements of the user community to design and deploy a successful Virtual Desktop 

environment. Following are some typical types of users: 

¶ Knowledge workers today do not just work in their offices all day; they attend meetings, visit branch offices, 

and work from home and even coffee shops. These anywhere workers expect access to all of their 

applications and data wherever they are. 

¶ External contractors are increasingly part of everyday business. They need access to many applications and 

data, yet administrators have little control over the devices they use or the locations from which they work. 

Consequently, IT must trade off the cost of providing these workers a device versus the security risk of 

allowing them access from their own devices. 

¶ Task workers perform a set of well-defined tasks. These workers access a small set of applications and have 

limited requirements from their PCs. Since these workers interact with customers, partners, and employees, 

they often have access to critical data. 

¶ Road warriors need access to their virtual desktop from everywhere, regardless of how they are connected to 

a network. These workers expect the ability to personalize their PCs by installing their own applications and 

storing their own data, such as photos and music, on these devices. 

¶ Shared workstation users are typically found in university and business computer labs, in conference rooms, 

and in training centers. Shared workstation environments require desktop re-provisioning with the latest 

operating systems or applications, as the needs of the organization change. 

 

The Virtual Desktop user community requirements will drive system design decisions.  
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VMware View 4.6 Configuration 

VMware View enables anywhere computing. Virtual desktops are composed on demand, based on locations and 

profiles, and delivered at anytime to desktops and devices anywhere.  

Configuration Prerequisites 

The following prerequisites are required to deploy the solution: 

¶ Working knowledge of installing and deploying the VMware environment 

¶ Experience with basic networking and troubleshooting 

¶ Experience installing and deploying the following components  

o Active Directory 

o VMware View Connection Server 

o VMware vCenter Server 

o Windows 7 Virtual Machine 

o VMware View Composer  

o Working knowledge of the ESX server Command-Line Interface (CLI) 

Note: Not all steps can be completed using the GUI. 
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VMware vSphere 4.1 Configuration 

VMware ESX provides a virtualization layer that abstracts the processor, memory, storage, and networking resources 

of the physical host into multiple virtual machines. 

vCenter Server acts as a central administrator for ESX/ESXi hosts connected on a network. This service directs 

actions on the virtual machines and the hosts. This allows you to log in to any single instance of vCenter Server and 

view and manage the inventories of all the vCenter Server systems in the group. 

1. Install vSphere 4.1 on all servers which are part of the View 4.6 deployment 

2. Add storage to all the ESX servers 

3. Create W2K8R2 VM and install AD role on it 

4. Install vCenter 4.1 on a Windows 2008R2 server (virtual or physical) 

5. Connect to external database (SQL or Oracle) or install local database (SQL or Oracle) – Not Recommended 

6. Create datacenter inside vCenter and add all ESX servers to this database 

7. Install and configure HA and DRS cluster if needed 

8. Install View Composer on vCenter server and point to vCenter database 

9. Install and configure View Connection Server (new W2K8R2 VM) and as part of the configuration add newly 

install vCenter to View Connection Server  

10. Create and tune a Windows 7 base image (must be part of AD and have View 4.6 agent) to be used for View 

4.6 deployment 

11. Start deploying desktops from the View Connection Server/View Administrator/View Manager. 

12. Create new linked clone pool VMs base on Windows 7 base image 

13. Install View client on a Windows 2003 server to access the deployed VDIs. 

Note: Please refer to the VMware deployment guide for detailed explanation on each of these steps. 

http://www.vmware.com/pdf/vsphere4/r40/vsp_40_esx_vc_installation_guide.pdf 

http://www.vmware.com/pdf/view45_installation_guide.pdf 

http://www.vmware.com/pdf/vsphere4/r40/vsp_40_esx_vc_installation_guide.pdf
http://www.vmware.com/pdf/view45_installation_guide.pdf
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Figure 6: Management of the datacenter in vSphere  

VMware vSphere Kernel Adjustments for High CPU Environments  

The default CPU fairness algorithm in vSphere tries to help VMs catch up by setting aside the other logical processor 

in a hyperthreaded environment. This is configured through a parameter called HaltingIdleMsecPenalty (HIMP). 

HIMP is a number of milliseconds that is multiplied by the number of vCPUs. The derived number is used as a 

cumulative value across vCPUs that the vCPUs can fall behind before logical processors become reserved to help a 

VM catch up. 

The default implementation is to start reserving logical processors after a vCPU falls behind more than 100 

milliseconds. This may be more aggressive than is needed in certain environments. These reserved logical CPUs can 

lead to excessive amounts of dormant CPU threads in systems that: 

¶ Have more than 50% CPU utilization 

¶ Are very close to exactly committed (number of vCPUs = number of pCPUs +/- 25%) 50 Solution Validation 

¶ Have particular kinds of bursty CPU usage patterns 

 

To allow more flexibility, an adjustment to HaltingIdleMsecPenalty was made: 

# vicfg-advcfg --set 2000 /Cpu/HaltingIdleMsecPenalty 

And, 

# vicfg-advcfg --set 80000 /Cpu/HaltingIdleMsecPenaltyMax 

Where HaltingIdleMsecPenaltyMax is an upper level of cumulative milliseconds that HIMP multiplied by the number 

of vCPUs is allowed to reach. For more information, see: 
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http://kb.vmware.com/selfservice/microsites/search.do?language=en_US&cmd=displayKC&externalId 

=1020233. 

Optional Memory Reclamation in VMware vSphere: 

There is a default of 6% of physical memory reserved for the ESX/ESXi host in vSphere 4.1. This is needed in 

systems with less than 64GB of memory, but can be an over commitment in a system like the B250 M2 with 192GB 

or more of memory. This reservation of memory can be reduced with the vsish command within the tech support 

mode of ESXi 4.1. A reduction to 2% memory reserved on a host could be achieved with the command: 

vsish -e set /sched/freeMemoryState/minFreePct 2 

This command would not persist through a reboot of the host and would need to be added to the /etc/rc.local file of 

the system. The vsish command is available along with the general distribution of ESXi and can be used to tune the 

memory as per KB article 1033687 (see URL below) and this is the recommended best practice to achieve better 

utilization of memory. The vsish command is not available in the general distribution of the ESX server package and 

the debug packages have to be installed in order to obtain vsish; these are not recommended for production use. 

The need for memory and CPU tuning (HIMP settings) will not be necessary in the newer releases of vSphere as this 

is being handled internally by the kernel. The vsish command was not implemented in the View testbed from which 

these results were generated, but is mentioned as an option to consider reducing host ballooning in high utilization 

environments. For more information, see: 

http://kb.vmware.com/selfservice/microsites/search.do?language=en_US&cmd=displayKC&externalId 

=1033687. 
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Trend Micro’s Deep Security Configuration  

The Trend Micro Deep Security Manager coordinates the anti-malware protection provided to each guest virtual 

machine. This is done through the Deep Security Virtual Appliance, which uses the VMware Endpoint API to apply the 

protection to the virtual machines. The Deep Security Filter Driver controls network traffic in and out of the guest 

virtual machines. 

Configuration Prerequisites 

The following prerequisites are required to deploy the solution: 

¶ Working knowledge of installing and deploying Deep Security 7.5 SP1 

¶ Experience with basic networking and troubleshooting 

¶ VMware vShield Manager and VMware vShield Endpoint drivers are required if you want to implement anti-

malware protection on your virtual machines. 

 

Overview of Steps to configure Trend Micro Deep Security Manager 7.5 SP1 

The high level deployment steps for securing the VMware environment with agentless anti-malware are: 

1. Install and Configure VMware vShield Manager in the vSphere environment. 

2. Configure vShield Manager to register with vCenter and install the endpoint module on ESX hosts. 

3. Install VMware vShield endpoint thin driver on VMware master image template. 

4. Install and Configure Trend Micro Deep Security Manager 

5. Add vCenter into Deep Security Manager. 

6. Prepare ESX host for Deep Security Manager.  

7. Deploy Deep Security Virtual Appliance to the ESX host. 

8. Configure and Activate the Deep Security Virtual Appliance.             

9. Protect Virtual Machines and test Anti-Malware protection. 

 

Note: For detailed installation and configuration steps please consult VMware vShield quick start guide and Trend 

Micro Deep Security Installation/User guide. 

http://downloadcenter.trendmicro.com/index.php?clk=tbl&clkval=3473&regs=NABU&lang_loc=1#undefined 

 

http://downloadcenter.trendmicro.com/index.php?clk=tbl&clkval=3473&regs=NABU&lang_loc=1#undefined
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Figure 7: Trend Micro’s Deep Security 7.5 SP1 
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Microsoft Windows 7 Golden Image Creation and Provisioning 

Microsoft Windows 7 can be provisioned for View 4.6 with two methods: 

¶ • The traditional guest OS install and application configuration. 

¶ • Using the Microsoft Deployment Toolkit (MDT). 

 

Each of these methods provides different optimization modes and configurations. Detailed step-by-step 

configuration information for both methods can be found at: 

http://www.vmware.com/files/pdf/VMware-View-OptimizationGuideWindows7-EN.pdf.  

 

This paper describes the two methods in detail and explains optimization techniques for each method. 
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Configuration of iSCSI Storage Arrays 

This solution utilizes iSCSI SAN storage arrays to support the VDI deployments. They offer scalable, high-

performance virtualized storage that is designed for reliability, manageability, and efficiency. The SAN storage is 

designed to be fully VMware virtualization-aware. This enables automation and optimization of key storage functions 

such as desktop provisioning. 

Configuration Prerequisites  

The following prerequisites are required to deploy the solution: 

Working knowledge of iSCSI SAN networking design 

¶ Familiarity with iSCSI SAN operation  

 

Configuration of EqualLogic Storage Array  

Following are the steps involved in configuring the EqualLogic Storage Array: 

1.  Initialize first member of the PS group via serial console or Windows-based Dell Remote Setup Wizard. 

2.  Configure the RAID levels for the Array, LUNs, and Access permissions (as required). 

3.  You can add another member by repeating the above steps. Also ensure that there is connectivity between 

the arrays (both Active and Passive controller) when adding a member into the group.  

4.  Following the best practice of cabling is highly recommended. 

5.  Place members in storage pools to control how volumes are distributed across members. 

6.  Deploy and configure the Dell HIT VM for integrated storage configuration with vSphere and to optimize ESX 

host iSCSI connections across EqualLogic group interfaces. 

Please refer to the VM guide for adding storage arrays in VM servers. 
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Figure 8: ISCSI configuration screen 

 

Note: For detailed information on using the EqualLogic Multipathing Extension Module, see the following publication:  

Configuring and Installing the EqualLogic Multipathing Extension Module for VMware vSphere 4.1 and PS Series 

SANs: http://www.equallogic.com/resourcecenter/assetview.aspx?id=9823. 

 

http://www.equallogic.com/resourcecenter/assetview.aspx?id=9823
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Implementing and Configuring the Brocade VDX 6720 Data Center Switch 

The Brocade VDX switch used in this solution is deployed in Active/Active links to servers and storage and 

Active/Active links to vCenter, AD, View Manager, RAWC in a Layer 2 network. Key features implemented on the 

Brocade VDX switch to support this deployment are: 

¶ VCS technology 

¶ Layer 2 packet distribution 

¶ Quality of Service  

¶ Authentication  

¶ Convergence network by TLV 

 

Configuration Prerequisites 

The following prerequisites are required to deploy the solution: 

¶ Working knowledge of installing and deploying the ESX server 4.1 

¶ Experience with basic networking and troubleshooting 

¶ Working knowledge of the Brocade VDX switch Command-Line Interface (CLI) 

¶ Brocade VDX switch running software version 2.0.0a or later 

Configuration of Brocade VDX 6720 Data Center Switch 

The following are the high-level steps required to deploy the Brocade VDX switch: 

¶ Enable VCS mode 

¶ Configure basic switch attributes  

¶ Configure authentication 

¶ Configure CEE mapping 

¶ Configure LLDP  

¶ Configure interfaces  

For detailed information, please refer to Appendix B. 
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Testing Methodology and Success Criteria 

VMware’s RAWC tool was used to simulate Virtual Desktop Users. This tool is composed of three main components: 

¶ RAWC Controller. Built on Windows 2003 and includes a package known as RAWC controller interface. The 

interface enables selecting the workload for each desktop login. 

¶ Session Launcher. Built on Windows XP SP1 and .net platforms. The session launcher is installed on and 

accesses a share on the RAWC Controller. The Session Launcher serves two functions: 

o Captures the login information. 

o Records successful login by writing a logfile of the session instance which is started. 

¶ Workload Simulator. Starts running on the desktop at logon from the View Client and launches applications 

in real-time. The simulator begins reading, writing, and producing data through the specified applications to 

simulate the activity which a real user would produce. 

 

Load Generation 

VMware has developed a user profile for the RAWC tool to simulate a knowledge worker. This user profile includes 

typical office applications, as shown in Figure 9. 

 

 
 

Figure 9: Typical office applications in the RAWC tool to simulate a knowledge worker 
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Each Session Launcher can handle up to 20 user sessions. To begin operation, the Session Launcher starts 

sessions to the VMware View Server. Each session launches with a specific user account. A process starts on each 

user session which loads the script to launch specified application activity. The VDI desktop machine mounts a 

share on the RAWC controller which serves two functions. First the Microsoft Windows 7 Desktop logs a successful 

login, and then it reads the configuration from the output file and begins the workload process. 

User Workload Simulation 

The RAWC tool is designed to simulate the activity of typical desktop users. Applications are run in random order and 

with various operations, including opening and closing files, creating files, entering data, and saving files. The 

applications included in the workload are Microsoft Office 2007 Professional Plus products: two Microsoft Word 

documents, multiple Microsoft Excel spreadsheets, and Microsoft PowerPoint. It also includes opening and browsing 

a document with Adobe Reader and surfing the Web with Microsoft Internet Explorer. For more information about 

the VMware RAWC tool, see: 

http://www.vmware.com/files/pdf/VMware-WP-WorkloadConsiderations-WP-EN.pdf.  

 
  

http://www.vmware.com/files/pdf/VMware-WP-WorkloadConsiderations-WP-EN.pdf
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Test Results 

The test results below validate the VDI solution based on VMware View 4.6 and VMware vSphere 4.1 to virtualize 

Windows 7 desktops and the solution being secured by Trend Micro Deep Security.  

The results are provided as a reference to customers who would like to design their own VDI implementation using 

components mentioned in this paper. Based on specific implementation details, the results may vary accordingly. 

Test Success Criteria   

The primary metric to determine the success of any VDI solution is ―user experience‖ for a configuration that meets 

customer price-performance requirements. VMware Reference Architecture Workload Simulator (RAWC), measures 

the average open times of files used by end user applications such as Microsoft Office applications, PDF reader, etc. 

The test results show that average response time with and without login storm is around 5 seconds and is able to 

support 7 VMs per core on Intel Xeon 5500 Series CPU.  

The RAWC tool is set to initiate desktop logins at rate of 1 desktop for every 15 seconds. During the interval that the 

desktops are logging-in the desktops already logged in are executing the workload, hence the response time of the 

applications are higher than that of the steady state performance. Fig 10 shows the response times of the 

applications during the login storm. 

 

Figure 10. Application Response time during login storm 

After all the desktops are logged in the response times of the applications indicate the steady state response time 

and Fig. 11 shows the steady state response time. As expected these times are much lower than the earlier times. 
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Figure 11. Steady State Response Time 

The CPU utilization of the ESX server is shown in Fig 12. The CPU statistics referred in Fig 12 represents the 

% pCPU Utilization from the ESXTop statistics tool. This is the percentage CPU utilization per PCPU, and the 

percentage CPU utilization averaged over all PCPUs. A PCPU refers to a physical hardware execution context -

- a physical CPU core if hyper-threading is unavailable or disabled, or a logical CPU (aka LCPU or SMT 

thread) if hyper-threading is enabled. UTIL(%)  represents the raw PCPU utilization, that is the percentage of 

real time that PCPU was not idle. For more information of on pCPU performance refer to the white paper 

published by VMware on ESX performance.  

 

http://www.vmware.com/files/pdf/perf-vsphere-cpu_scheduler.pdf  
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Figure 12: ESX host CPU Utilization Percentage with Trend Micro Deep Security 

The memory utilization of the ESX server is shown in Fig 13 and Fig 14.  Figure 13 highlights the amount of 

memory that is free during the tests with respect to the 72 GBytes that is the total memory of the server.  

 

Figure 13. ESX Host Memory Utilization  
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Memory ballooning is a memory reclamation technique that allows the ESX host to reclaim unused memory 

within the guest OS. Memory ballooning kicks in when the ESX host is running low on memory and has to 

reclaim memory from the guest OS in such a manner that it does not affect the guest OS performance. It is 

evident from Fig 14 there is no ballooning activity during the tests with 6 and 7 VMs/Core, but during the 8 

VM/Core test there is a small amount of ballooning that occurs.  

 

For more information on ESX memory ballooning refer to the VMware Whitepaper: 

http://www.vmware.com/files/pdf/perf-vsphere-memory_management.pdf 

 
 

 
 

Figure 14. ESX Memory Ballooning 

 

 

 

 

 

 

 

 

 

0

100

200

300

400

500

600

1 7

1
3

1
9

2
5

3
1

3
7

4
3

4
9

5
5

6
1

6
7

7
3

7
9

8
5

9
1

9
7

1
0

3

1
0

9

1
1

5

1
2

1

1
2

7

1
3

3

1
3

9

1
4

5

1
5

1

1
5

7

1
6

3

1
6

9

1
7

5

M
e

m
o

ry
 M

ar
ke

d
 f

o
r 

B
al

lo
o

n
in

g

ESX Memory Ballooning in MBytes

6VMs

7VMs

8VMs

http://www.vmware.com/files/pdf/perf-vsphere-memory_management.pdf


   
 

32 

 

The storage and network performance for the 6, 7 and 8VMs/Core is shown in Fig. 15, Fig. 16 and Fig 17 

respectively. 

 
 

Figure 15. Network and Storage Response Times for 6 VMs/Core 
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Figure 16: Network and Storage Response Times for 7 VMs/Core 
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Figure 17.  Network and Storage Response Times for 8 VMs/Core   
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The above performance results along with the Application response times clearly indicates that the optimal 

number of Desktops (VMs) / Core is seven (7). Based on this number the total number of desktops that can be 

supported in a POD is shown in Table 2. 

 

 

No. of ESX Servers (based 
on Xeon 5500 Series CPU) Total No. of Cores No. of VMs (7VMs/core) 

1 8 56 

2 16 112 

4 32 224 

6 48 336 

10 80 560 

Table 2. 
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Conclusion 

Based on the test success criteria, the tested reference configuration can support up to 7VMs per core. The testing 

showed virtual desktops can be easily deployed over Brocade networking. The VDI infrastructure is well-served by 

the Brocade VDX switch and VMware View. Any IT organization can use this reference architecture to deploy a quick-

start configuration for small data centers or remote locations. In addition, the reference architecture can be used as 

a test or development platform for organizations eager to gain the benefits and advantages of virtualizing user 

desktops.  
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Appendix A: Network Running Configurations 
Detailed Basic Configuration of the Brocade VDX Switch with iSCSI Active/Active links. 

 
VDI_RB11# sh run  

logging switchid 11 

 raslog console INFO 

! 

switch-attributes 11 

 chassis-name VDX6720-24 

 host-name VDI_RB11 

! 

support switchid 11 

 ffdc 

! 

snmp-server community ConvergedNetwork 

! 

snmp-server community OrigEquipMfr 

  rw 

! 

snmp-server community "Secret C0de" 

  rw 

! 

snmp-server community common 

! 

snmp-server community private 

  rw 

! 

snmp-server community public 

! 

snmp-server contact "Field Support." 

snmp-server location "End User Premise." 

diag post switchId 11 

 enable 

! 

line vty 

 exec-timeout 10 

! 

aaa authentication login local 

role name admin desc Administrator 

role name user desc User 

service password-encryption 

username admin password "BwrsDbB+tABWGWpINOVKoQ==\n" encryption-level 7 role admin desc Administrator 

username user password "BwrsDbB+tABWGWpINOVKoQ==\n" encryption-level 7 role user desc User 

interface Vlan 1 

  no shutdown 

! 

interface Vlan 23 

  no shutdown 
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!        

interface Vlan 50 

  no shutdown 

! 

cee-map default 

 precedence 1 

 priority-group-table 1 weight 40 pfc on 

 priority-group-table 15.0 pfc off 

 priority-group-table 15.1 pfc off 

 priority-group-table 15.2 pfc off 

 priority-group-table 15.3 pfc off 

 priority-group-table 15.4 pfc off 

 priority-group-table 15.5 pfc off 

 priority-group-table 15.6 pfc off 

 priority-group-table 15.7 pfc off 

 priority-group-table 2 weight 60 pfc off 

 priority-table 2 2 2 1 2 2 2 2 

 remap fabric-priority priority 0 

 remap lossless-priority priority 0 

! 

fabric route mcast rbridgeId 11 

! 

fcoe 

 fabric-map default 

  vlan 1002 

  priority 3 

  virtual-fabric 128 

  fcmap 0E:FC:00 

  advertisement interval 8000 

  keep-alive timeout 

 ! 

 map default 

  fabric-map default 

  cee-map default 

 ! 

! 

protocol lldp 

 advertise dcbx-fcoe-app-tlv 

 advertise dcbx-fcoe-logical-link-tlv 

 advertise dcbx-tlv 

! 

vlan dot1q tag native 

port-profile default 

 vlan-profile 

  switchport 

  switchport mode trunk 

  switchport trunk allowed vlan all 

 ! 

! 

port-profile default 
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interface Management 11/0 

 no ip address dhcp 

 ip address 10.17.82.185/20 

 ip gateway-address 10.17.80.1 

 ipv6 address "" 

 no ipv6 address autoconfig 

! 

interface TenGigabitEthernet 11/0/1 

 fabric isl enable 

 fabric trunk enable 

 switchport 

 switchport mode access 

 switchport access vlan 1 

 no shutdown 

! 

interface TenGigabitEthernet 11/0/2 

 fabric isl enable 

 fabric trunk enable 

 switchport 

 switchport mode access 

 switchport access vlan 1 

 no shutdown 

! 

interface TenGigabitEthernet 11/0/3 

 fabric isl enable 

 fabric trunk enable 

 switchport 

 switchport mode access 

 switchport access vlan 1 

 no shutdown 

! 

interface TenGigabitEthernet 11/0/4 

 fabric isl enable 

 fabric trunk enable 

 switchport 

 switchport mode access 

 switchport access vlan 1 

 no shutdown 

! 

interface TenGigabitEthernet 11/0/5 

 fabric isl enable 

 fabric trunk enable 

 switchport 

 switchport mode access 

 switchport access vlan 1 

 no shutdown 

! 

interface TenGigabitEthernet 11/0/6 

 fabric isl enable 

 fabric trunk enable 
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 switchport 

 switchport mode access 

 switchport access vlan 1 

 no shutdown 

! 

interface TenGigabitEthernet 11/0/7 

 fabric isl enable 

 fabric trunk enable 

 switchport 

 switchport mode access 

 switchport access vlan 1 

 no shutdown 

! 

interface TenGigabitEthernet 11/0/8 

 fabric isl enable 

 fabric trunk enable 

 switchport 

 switchport mode access 

 switchport access vlan 1 

 no shutdown 

! 

interface TenGigabitEthernet 11/0/9 

 fabric isl enable 

 fabric trunk enable 

 no shutdown 

! 

interface TenGigabitEthernet 11/0/10 

 fabric isl enable 

 fabric trunk enable 

 shutdown 

! 

interface TenGigabitEthernet 11/0/11 

 fabric isl enable 

 fabric trunk enable 

 switchport 

 switchport mode access 

 switchport access vlan 1 

 no shutdown 

!        

interface TenGigabitEthernet 11/0/12 

 fabric isl enable 

 fabric trunk enable 

 switchport 

 switchport mode access 

 switchport access vlan 1 

 no shutdown 

! 

interface TenGigabitEthernet 11/0/13 

 fabric isl enable 

 fabric trunk enable 
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 switchport 

 switchport mode access 

 switchport access vlan 1 

 no shutdown 

! 

interface TenGigabitEthernet 11/0/14 

 fabric isl enable 

 fabric trunk enable 

 switchport 

 switchport mode access 

 switchport access vlan 1 

 no shutdown 

! 

interface TenGigabitEthernet 11/0/15 

 fabric isl enable 

 fabric trunk enable 

 switchport 

 switchport mode access 

 switchport access vlan 1 

 no shutdown 

! 

interface TenGigabitEthernet 11/0/16 

 fabric isl enable 

 fabric trunk enable 

 switchport 

 switchport mode access 

 switchport access vlan 50 

 no shutdown 

! 

interface TenGigabitEthernet 11/0/17 

 fabric isl enable 

 fabric trunk enable 

 switchport 

 switchport mode access 

 switchport access vlan 1 

 no shutdown 

! 

interface TenGigabitEthernet 11/0/18 

 fabric isl enable 

 fabric trunk enable 

 switchport 

 switchport mode access 

 switchport access vlan 1 

 no shutdown 

! 

interface TenGigabitEthernet 11/0/19 

 fabric isl enable 

 fabric trunk enable 

 no shutdown 

! 
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interface TenGigabitEthernet 11/0/20 

 no fabric isl enable 

 no fabric trunk enable 

 lldp disable 

 no shutdown 

! 

interface TenGigabitEthernet 11/0/21 

 fabric isl enable 

 fabric trunk enable 

 switchport 

 switchport mode access 

 switchport access vlan 1 

 no shutdown 

! 

interface TenGigabitEthernet 11/0/22 

 fabric isl enable 

 fabric trunk enable 

 switchport 

 switchport mode access 

 switchport access vlan 1 

 no shutdown 

! 

interface TenGigabitEthernet 11/0/23 

 fabric isl enable 

 fabric trunk enable 

 switchport 

 switchport mode access 

 switchport access vlan 1 

 no shutdown 

! 

interface TenGigabitEthernet 11/0/24 

 fabric isl enable 

 fabric trunk enable 

 no shutdown 

! 

interface Port-channel 11 

 description 11 

 switchport 

 switchport mode trunk 

 switchport trunk allowed vlan add 50 

 no shutdown 

! 

interface Fcoe 1/11/1 

 no shutdown 

! 

! 

monitor session 1 

  source tengigabitethernet 11/0/21 destination tengigabitethernet 11/0/20 direction both 

 



   
 

43 

 

Appendix B 
Managing the Brocade VDX Switch via the Command Line Interface 

The configuration below gives sections of configuration that can be used as a reference to build VDI environment. 

For the complete configuration used for this solution, please refer to Appendix A. 

 

1. Basic switch attributes like host name and chassis name. 

 switch-attributes 11       

 chassis-name VDX6720-24   

 host-name VDI_RB11 

 

2. Management IP configuration 

 interface management 11/0 

 ip address 10.17.82.185/20 

 ip gateway-address 10.17.80.1 

3. SNMP logging; it supports six communities and traps with severities.  

 snmp-server community ConvergedNetwork    

 snmp-server community OrigEquipMfr 

 rw 

 snmp-server community "Secret C0de" 

 rw 

 snmp-server community private 

 rw 

 snmp-server contact "Field Support." 

snmp-server location "End User Premise‖. 

4. AAA authentication and password encryption. 

 aaa authentication login local 

 role name admin desc Administrator 

 role name user desc User 

 service password-encryption 

 username admin password "BwrsDbB+tABWGWpINOVKoQ==\n" encryption-level 7 role admin desc   

Administrator 

 username user password "BwrsDbB+tABWGWpINOVKoQ==\n" encryption-level 7 role user desc User 

5. Creating vLANs 

 interface vLAN 1 

 no shutdown 

6. Mapping based on COS and Priority for network convergence from SAN to LAN. 

 cee-map default 

 precedence 1 

 priority-group-table 1 weight 40 pfc on 

 priority-group-table 15.0 pfc off 

 priority-group-table 15.1 pfc off 

 priority-group-table 15.2 pfc off 

 priority-group-table 15.3 pfc off 

 priority-group-table 15.4 pfc off 

 priority-group-table 15.5 pfc off 
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 priority-group-table 15.6 pfc off 

 priority-group-table 15.7 pfc off 

 priority-group-table 2 weight 60 pfc off 

 priority-table 2 2 2 1 2 2 2 2 

 remap fabric-priority priority 0 

 remap lossless-priority priority 0 

7. Configuring FCoE interface under a vLAN with priority 

 FCoE 

 fabric-map default 

 vLAN 1002 

 priority 3 

 virtual-fabric 128 

 fcmap 0E:FC:00 

 advertisement interval 8000 

 keep-alive timeout 

8. Mapping traffic to their priority 

 map default 

 fabric-map default 

 cee-map default 

9. Configuring LLDP protocol to converge the network with CNA. 

 protocol lldp 

 advertise dcbx-fcoe-app-tlv 

 advertise dcbx-fcoe-logical-link-tlv 

 advertise dcbx-tlv 

10. QOS 

 vLAN dot1q tag native 

11. AMPP 

 port-profile default 

12. Configuring 10G interface as an access switchport 

 interface TenGigabitEthernet 11/0/23 

 fabric isl enable 

 fabric trunk enable 

 switchport 

 switchport mode access 

 switchport access vlan 1 

 no shutdown 

13. Configuring  a trunk port as Link Aggregation Groups 

 interface Port-channel 11 

 description 11 

 switchport 

 switchport mode trunk 

 switchport trunk allowed vlan add 50 

 no shutdown 
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Configuring Layer 2 Active/Active VCS Redundancy 

There are three iSCSI storage server arrays, each of 1.8 TB. These are connected to the Brocade VDX switch through 

Fibre Channel. This is the core component and it is a best practice that the core should not implement any complex 

policy services, nor should it have directly attached user or server connections. The core should have a minimal 

control plane configuration combined with highly available devices configured with the physical redundancy to 

provide for non-stop service. So the links between the Brocade VDX switch and the storage arrays are active/active 

with 10GbE and are redundant. 

 

This is a sample configuration of redundant links between the Brocade VDX switch and the storage array. 

 

        #Link 1 in Active state 

        interface TenGigabitEthernet 11/0/1 

 fabric isl enable 

 fabric trunk enable 

 switchport 

 switchport mode access 

 switchport access vlan 1 

 no shutdown 

         

#Link 2 in Active state 

 interface TenGigabitEthernet 11/0/2 

 fabric isl enable 

 fabric trunk enable 

 switchport 

 switchport mode access 

 switchport access vlan 1 

 no shutdown 
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For More Information 

¶ For more information on the Brocade VDX switch family, visit:  

http://www.brocade.com/launch/products/vdx/simplified-network-architecture.html 

¶ For information about Brocade offerings supporting VMware, visit: 

http://www.brocade.com/partnerships/technology-alliance-partners/ technology 

alliances/VMware/index.page  

¶ For information on Brocade Education offerings, visit: http://www.brocade.com/education 

¶ For more information on VMware, visit: http://www.vmware.com 

¶ For more information on Trend Micro Deep Security, visit: 

http://us.trendmicro.com/us/products/enterprise/datacenter-security/deep-security 
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Brocade leads the industry in providing comprehensive network solutions that help the world’s leading organizations 

transition smoothly to a virtualized world where applications and information reside anywhere. As a result, Brocade 
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About VMware 

VMware, the global leader in virtualization and cloud infrastructure, delivers customer-proven solutions that 

significantly reduce IT complexity and enable more flexible, agile service delivery. Leveraging VMware vSphere, the 

most widely deployed foundation for cloud computing, VMware View enables companies to deliver virtual desktops 

as a managed service, delivering the entire desktop – including the operating system, applications and data – 

across a variety of network conditions. 

About Trend Micro 

As a global leader in cloud security, Trend Micro develops Internet content security and threat management 

solutions that make the world safe for businesses and consumers to exchange digital information. With over 20 

years of experience, we’re recognized as the market leader in server security for delivering top-ranked client, server, 

and cloud-based data protection solutions that stop threats faster and protect data in physical, virtualized, and 
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