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How this document is organized
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This document is organized to help you find the information that you want as quickly and easily as
possible.

The document contains the following components:

Chapter 1, “Introduction,” provides an overview of the Brocade Management Pack, explains
how to obtain the latest management pack and documentation, and outlines supported
configurations.

Chapter 2, “Getting Started,” explains what you must know before installing the management
pack, installing the SCOM agent, importing the Brocade Fibre Channel HBA Management Pack,
and creating a new management pack for overrides and other customizations. Rules for tuning
performance thresholds are also included.

Chapter 3, “Understanding Management Pack Operations,” provides information on
management pack service classes, discovered objects, oversubscribed link and deteriorated
link alerts, health roll up, Pro-Tip generation and setting the host unavailable for VM
placement.

Chapter 4, “Troubleshooting,” provides basic troubleshooting tips for the management pack.

Appendix A, “Scripts,” provides a table and description of scripts included with the
management pack.



Supported hardware and software

This section describes HBA hardware and software support.

HBA support

The following Fibre Channel host bus adapters (HBAs) are supported in this release.

® Brocade 815. Single-port HBA with a per-port maximum of 8 Gbps using an 8 Gbps SFP+.
® Brocade 825. Dual-port HBA with a per-port maximum of 8 Gbps using an 8 Gbps SFP+.
®* Brocade 415. Single-port HBA with a per-port maximum of 4 Gbps using a 4 Gbps SFP.

® Brocade 425 Dual-port HBA with a per-port maximum of 4 Gbps using a 4 Gbps SFP.

NOTE
This publication only supports the HBA models listed above and does not provide information about
the Brocade 410 and 420 Fibre Channel HBAs, also known as the Brocade 400 Fibre Channel HBAs.

Fabric OS and switch support

For a current list of compatible servers, switches, storage, and applications, refer to the latest
interoperability matrices on the Adapter Resources section of www.brocade.com/adapters or the
Partner Network at www.mybrocade.com.

Host operating system support

For a current description of operating system support, refer to the Brocade Adapters Installation
and Reference Guide, To access this publication, perform the following steps:

1. Visit the Adapters web page at www.brocade.com/adapters.
2. Select the link to download drivers, utilities, and documentation.

Specific operating system service pack levels, and other patch requirements are detailed in the
current HBA release notes.

What's new in this document

Updated copyright page, About This Document chapter, document format, references, and Brocade
web page links.

vi Brocade Fibre Channel HBA Management Pack User’s Guide
53-1001374-02


www.brocade.com/adapters
www.mybrocade.com
www.brocade.com/adapters

Document conventions

This section describes text formatting conventions and important notice formats used in this
document.

Text formatting

The narrative-text formatting conventions that are used are as follows:

bold text Identifies command names
Identifies the names of user-manipulated GUI elements
Identifies keywords and operands
Identifies text to enter at the GUI or CLI

italic text Provides emphasis
Identifies variables
Identifies paths and Internet addresses
Identifies document titles

code text Identifies CLI output
Identifies command syntax examples

For readability, command names in the narrative portions of this guide are presented in mixed
lettercase: for example, switchShow. In actual examples, command lettercase is often all
lowercase.

Brocade Fibre Channel HBA Management Pack User’s Guide
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Command syntax conventions

Command syntax in this manual follows these conventions:

command Commands are printed in bold.
--option, option Command options are printed in bold.
-argument, arg Arguments.

[] Optional element.

variable Variables are printed in italics. In the help pages, values are underlined or
enclosed in angled brackets < >.

Repeat the previous element, for example “member[;member...]"

value Fixed values following arguments are printed in plain font. For example,
--show WWN

| Boolean. Elements are exclusive. Example: --show -mode egress | ingress

Notes, cautions, and warnings

The following notices and statements are used in this manual. They are listed below in order of
increasing severity of potential hazards.

NOTE
A note provides a tip, guidance or advice, emphasizes important information, or provides a reference
to related information.

ATTENTION
An Attention statement indicates potential damage to hardware or data.

/!\ CAUTION

A Caution statement alerts you to situations that can be potentially hazardous to you or cause
damage to hardware, firmware, software, or data.

A DANGER

A Danger statement indicates conditions or situations that can be potentially lethal or extremely
hazardous to you. Safety labels are also attached directly to products to warn of these conditions
or situations.
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Key terms

For definitions specific to Brocade and Fibre Channel, see the technical glossaries by logging into
www.mybrocdade.com.

For definitions of SAN-specific terms, visit the Storage Networking Industry Association online
dictionary at:

http://www.snia.org/education/dictionary

Notice to the reader

This document may contain references to the trademarks of the following corporations. These
trademarks are the properties of their respective companies and corporations.

These references are made for informational purposes only.

Corporation Referenced Trademarks and Products

Microsoft Corporation Windows, Windows Server 2003, Windows Server 2008, Vista,
XP, PE for Windows, Hyper V for Windows, Windows Automated
Installation Kit (WAIK)

Additional information

This section lists additional Brocade and industry-specific documentation that you might find
helpful.

Brocade resources

To get up-to-the-minute information, go to http;//my.brocade.com to register at no cost for a user ID
and password. A variety of resources for Brocade products is available.

Adapters

For adapter resources, such as product information, software, firmware, and documentation, visit
the Brocade adapters web page at www.brocade.com/adapters and select the link to download drivers,
utilities, and documentation.

FCoE Switch

For information on the Brocade FCoE Switch for connecting stand-up CNAs and Fabric Adapter
ports configured in CNA mode, refer to the following publications:

® Brocade 8000 Hardware Reference Manual
®* Web Tools Administrator’s Guide

® EZSwitchSetup Administrator’s Guide

® fFabric OS Command Reference Manual

Brocade Fibre Channel HBA Management Pack User’s Guide ix
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SAN information

White papers, online demonstrations, and data sheets are available through the Brocade website
at:

http://www.brocade.com/products-solutions/products/index.page
For additional Brocade documentation, visit the Brocade website:

http://www.brocade.com

Other industry resources

For additional resource information, visit the Technical Committee T11 Web site. This Web site
provides interface standards for high-performance and mass storage applications for Fibre
Channel, storage management, and other applications:

http;//www.t11.org

For information about the Fibre Channel industry, visit the Fibre Channel Industry Association Web
site:

http://www.fibrechannel.org

Document feedback

Quality is our first concern at Brocade and we have made every effort to ensure the accuracy and
completeness of this document. However, if you find an error or an omission, or you think that a
topic needs further development, we want to hear from you. Forward your feedback to:

documentation@brocade.com

Provide the title and version number of the document and as much detail as possible about your
comment, including the topic heading and page number and your suggestions for improvement.
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Chapter

Introduction 1

In this chapter

® Management pack OVEIVIEW. . ... oottt e et e et e cae e 1
® Obtaining the latest management pack and documentation............. 2
® Supported configurations . . .. .. . e 2

Management pack overview

Brocade Management Pack v 1.0.0.0 which this document covers is Microsoft based Management
pack to model Fibre Channel Host Bus Adapter (HBA) and monitor the health of HBA.

Operations Manager uses management packs to model and monitor software and hardware
components. Management packs contain the models required for the software to interpret the
structure of an application/device and determine the health of the application/device. This
knowledge is expressed as an XML document using a pre-defined XML scheme understood by
Operations Manager.

System Center Operations Manager (SCOM) 2007 Management Pack (MP) has two kinds of
Models:

* Service Model - is where we define the classes (which are entities of our managed
device/application) and define the relationships between the classes.

* Health Model - is where we define the discoveries for the entities and their relationships. We
also write monitors and specify roll up criteria and can generate alerts.

The deployment of MP requires an SCOM agent (Health Service) to be installed on each managed
host server. You can install the agent from the Root Management Server (RMS) or manually
executing the agent installer on each host. This is the most scalable way to deploy in a SCOM
managed environment. Please refer to this section from the SCOM 2007 Deployment Guide for
details.

The MP is imported into Microsoft System Center Operations Manager (SCOM). It is distributed into
managed Hyper-V hosts which have one or more FC HBAs. Once the host is managed, there will be
Microsoft SCOM Health Service which can be deployed by SCOM automatically or manually
installed. The Brocade MP will be downloaded into these managed hosts and is executed on the
SCOM Health Service. The VMM agent service must be installed on the managed host for this
management pack to work. This agent can be installed when the managed host is added to the
SCVMM console using Add Host action or it can be installed manually.

Brocade Fibre Channel HBA Management Pack User’s Guide 1
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1 Obtaining the latest management pack and documentation

The Brocade Drivers for HBAs must be installed on managed hosts with HBAs. MP relies on WMI
calls through WMI service, and the Brocade Driver acts as WMI Provider servicing the WMI calls
issued by MP. The driver must be installed with Administrative privilege. No additional security
privileges are needed for the MP other than the OpsMgr Health Service requirement mandated by
SCOM/SCVMM.

The sealed version of Management Pack is a file named Brocade.FCHBA.Monitoring.mp.

Obtaining the latest management pack and documentation

Find the Brocade FCHBA Management Pack in the System Center Operations Manager 2007
Catalog.

Supported configurations

The Brocade FCHBA Management Pack for Operations Manager 2007 supports the following
configurations:

Managed host with Windows 2008 Server installed and Hyper-V role enabled.

Managed host with VMM agent service installed. The agent can be installed when the
managed host is added to SCVMM console using Add Host action or can be manually installed.
The VMM agent installer is found in the installable for SCVMM.

Also the managed host must have the Ops Manager Health Service Agent installed. This can be
installed as part of adding the managed host in the SCOM console for discovery or can be
installed manually. The Ops Manager Health Service agent installer can be found in the
installable for SCOM.

Managed Hyper-V host with Brocade FCHBA driver version 1.1.0.0 or later if Brocade FC HBAs
are installed.

Brocade 415, 425, 815, and 825 Fiber Channel HBAs.
16 dual-port FC HBAs on managed host.

Brocade Fibre Channel HBA Management Pack User’s Guide
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Chapter

Getting Started 2

In this chapter

® System requirements for installing managementpack ................. 3

® Minimum testing has been done to verify support of QLogic and Emulex FC HBAs. 4

® Before you import the ManagementPack. .. ....... ... ... ... ... ..., 4
® Installing SCOM agent. . ..o vttt e et e 7
® Importing Brocade FCHBA ManagementPack ....................... 10

® Creating a new management pack for overrides and other customizations 13

® Tuning performance thresholdrules . ......... ... o, 14

System requirements for installing management pack

Table 1 provides the minimum hardware and software requirements for Brocade Management
Pack for Microsoft System Center. Microsoft System Center Operations Manager and Virtual
Machine Manager must be installed before installing the Brocade Management Pack.

TABLE 1 Management Pack system requirements

Component Requirement

0S Windows 2008 Server (64 bit) with Hyper-V Role
Enabled. Windows 2008 Server Standard, Enterprise
or Data Center Editions?.

Processor Recommended: 2 GHz or faster, 64 bit, Intel-VT or
AMD-V2

Memory Minimum: 2 GB RAM; Recommended: 4+ GB RAM

Available Disk SpaceMinimum 10 GB

Drive DVD-ROM drive

Display Super-VGA (800 x 600) or higher-resolution monitor

Other Keyboard and Microsoft Mouse or compatible

pointing device

1. Windows 2008 Server Standard Edition may be sufficient for Hyper-V host, but if you need fail-over
clustering service to run on the host, then only Enterprise or Data Center Edition is required.

Brocade Fibre Channel HBA Management Pack User’s Guide 3
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2 SCVMM and SCOM integration

2.

NX-Bit-compatible CPU must be available and Hardware Data Execution Prevention (DEP) must be
enabled.

Before you import the Management Pack

Before you import the Brocade FCHBA Management Pack, note the following limitations of
the management pack.

Before you import the Brocade FCHBA Management Pack, note the following limitations:

There is no support for agent-less monitoring.
All hosts must be Hyper-V hosts. There is no support for VM-Ware ESX server hosts.

The management pack can only work when VMM agent and Ops Manager health service agent
are both installed on the managed Hyper-V host. The management pack is currently not
intended to work with SCOM only and must have SCVMM manage the Hyper-V hosts.

SCOM Agent should be present in the machine where the HBA is installed to collect the
performance data.

The version number of SCVMM library MPs that are referenced should match the version
imported into (available on) SCOM for SCOM and VMM integration. The SCYMM MPs being
referenced in the current version of Brocade FCHBA Management Pack is 2.0.3451.0.

The state of the PORT, Aggregate Monitors (deteriorating link and over subscribed link) may not
change immediately. It will take couple of minutes for the change to occur.

Recalculation of the health state in the health explorer is not supported and will have no effect.
This is because the custom monitor type does not support on-demand detection.

PRO Tip will be raised only if the state of the Aggregate Monitor is changed to Critical.

If two PRO tips (one each for deteriorating link for two HBA ports or any other combination) are
received for the same HBA then the first PRO tip we implement and VMs will be migrated.
Implementing the second PRO tip will not succeed as VMs are already migrated as part of the
first PRO tip implementation.

When all ports and HBAs under a host change to critical, the host changes to critical and is
marked as 'Un-available for placement'. You must change the host state manually.

Minimum testing has been done to verify support of QLogic and Emulex FC HBAs.

SCVMM and SCOM integration

Once SCOM and SCVMM are installed, following the steps in this section to integrate SCOM with
SCVMM.

Importing Management Packs related to SCVMM

From Administrator pane in the Operations Console of the Operations Manager:

1.

2.

Right click Management Packs node and click Import Management Pack to import the
Management Packs.

Browse and select the following management pack files, and click import:

Brocade Fibre Channel HBA Management Pack User’s Guide
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SCVMM and SCOM integration 2

®* Microsoft.Windows.InternetinformationServices.CommonLibrary.MP

® Microsoft. Windows.InternetinformationServices.2008.MP

®* Microsoft. Windows .Server.Library.mp

®* Microsoft. Windows .Server.2008.Monitoring.mp

® Microsoft.Windows .Server.2008.Discovery.mp

®* Microsoft.SystemCenter.VirtualMachineManager.2008.mp

®* Microsoft.SystemCenter.VirtualMachineManager.Pro.2008.Library.mp

®* Microsoft.SystemCenter.VirtualMachineManager.Pro.2008.HyperV.HostPerformance.mp
®* Microsoft.SystemCenter.VirtualMachineManager.Pro.2008.VMRightSize.mp

®* Microsoft.SystemCenter.VirtualMachineManager.Pro.2008.VMWare.HostPerformance.mp

Granting permission

The SCVMM server runs as the local system account of the machine on which it is installed. If the
SCOM server and SCVMM server are installed on the same machine, you can skip this section. If
they are installed on separate machines, you will need to grant access to the computer account of
the SCVMM server to the Operations Manager Administrators user profile in SCOM. When SCOM is
installed, it automatically grants the Local Administrators group Operations Manager (SCOM)
Administrators rights. Thus, you can grant SCVMM server the same rights by adding its computer
account to the Local Administrators group on the Operations Manager server (SCOM). After making
changes, you must restart the SCOM SDK Service.

Follow these steps to configure SCOM server in SCVMM:

1. Open the VMM Administrator's Console and click the Administration button under the
navigation pane to display the Administration view.

Select the System Center node in the navigation pane.
Right-click Operations Manager Server in the results pane and select Modify.

In the dialog box shown in Figure 1 on page 6, enter the name of the root management server
of your operations manager installation, and click OK.
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FIGURE 1

Configuring SCOM server in SCVMM

Enabling PRO-Tips

To enable PRO-Tips, use the following steps while referring to Figure 2 on page 7:

1. In either the Hosts or Virtual Machines view of the VMM Administrators Console, find your
cluster and open the properties.

On the PRO tab, select Enable PRO on this host cluster.

3. By default, the monitoring level is set to warning and critical, which means that PRO-Tips will
enable all monitors and display all tips. If you would like for PRO-Tips to monitor for and display
only tips with a severity level of critical, select Critical Only.

4. Select the option to automatically implement PRO-Tips on this host cluster check box.
By default, the automation level is set to Critical Only, which means that only PRO-Tips with a
critical severity level are automatically implemented. As the oversubscribed and deteriorating
link events are marked as critical, select Critical Only for the following options.
a. Enable PRO-Tip on this host cluster.
b. Automatically implement PRO-Tips on this host cluster.

6. Click OK to save your settings.
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Installing SCOM agent 2
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FIGURE 2 Enabling PRO in SCVMM

Installing SCOM agent

Please refer to Using Discovery Wizard to Deploy Agents for details.

To deploy the Operations Manager 2007 agent to Windows-based computers from the operations
console, follow these steps.

1. Log on to the computer with an account that is a member of the operations manager
administrators role for the Operations Manager 2007 Management Group.

2. Inthe operations console, click the Administration button.

3. Right-click the navigation pane and select Discovery Wizard (refer to Figure 3 on page 8).
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FIGURE 3 Using Discovery Wizard to add agent-managed host in SCOM

4. On the Introduction page, click Next. Note that the Introduction page does not appear if the
Computer and Device Management Wizard have been run previously and do not show this
page again was selected.

5. On the Auto or Advanced page, perform the following steps:

a.

Select either Automatic computer discovery or Advanced discovery. If you select Automatic
computer discovery, click Next, and then go to step 7. If you select Advanced discovery,
continue with the following steps.

In the Computer & Device Types list, select Servers & Clients, Server Only, or Clients Only.

In the management server list, click the management server or gateway server to discover
them. When multiple management servers are in a management group, the agents are
automatically configured to use secondary management servers if their root management
server is unavailable.

If you selected Servers & Clients, you can select the Verify discovered computers can be
contacted check box. This may increase the success rate of agent deployment, but
discovery can take longer.

Click Next.
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10.

11.

12.

Installing SCOM agent 2

On the Discovery Method page, you can locate the computers that you want to manage by
either scanning or browsing Active Directory Domain Services or typing the computer names.

If you want to scan, do the following:
a. Ifitis not already selected, select Scan Active Directory and then click Configure.

b. Inthe Find Computers dialog box, type the desired criteria for discovering computers and
then click OK.

c. Inthe Domain list, click the domain of the computers that you want to discover.
If you want to browse active directory or type the computer names, do one of the following:

* In the Browse for or type-in computer names box, click Browse, select the names of the
computers you want to manage, and then click OK.

* In the Browse for or type-in computer names box, type the computer names, separated by
semi-colon, comma, or a new line, and then press Enter. You can use NetBIOS computer
names or Fully Qualified Domain Names (FQDN).

Click Next, and on the Administrator Account page, perform the following steps:
a. Select Use selected Management Server Action Account if it is not already selected.

b. Select other user account, type the user name and password, and then select the domain
from the list. If the user name is not a domain account, select This is a local computer
account, not a domain account.

Click Discover to display the Discovery Progress page. The time it takes discovery to complete
depends on many factors, such as the criteria specified and the configuration of the IT
environment.

On the Select Objects to Manage page, do the following:

a. Select the computers you want to agent-manage.

b. Inthe Management Mode list, click Agent and then click Next.
On the 8b page, perform the following steps:

a. Leave the agent installation directory set to the default of %ProgramFiles%\System Center
Operations Manager 2007 or type an installation path.

b. Leave the agent action account set to the default, Local System, or select Other and type
the user name, password, and domain. The Agent Action Account is the default account
the agent will use to perform actions.

c. Click Finish.

In the Agent Management Task Status dialog box, when the status for each selected computer
changes from Queued to Success; the computers can be managed.

Click Close.
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Importing Brocade FCHBA Management Pack

Use the following steps to install Management Pack in SCOM:
1. Open the SCOM - Operations Console.

2. Select the Administration tab in the left pane (refer to Figure 4.
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FIGURE 4 Importing Management Pack in SCOM console

3. Select the Management Packs node. Right click and select Import Management Packs to

import the Management Packs (refer to Figure 5 on page 11).
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FIGURE 5 Importing Management Pack in SCOM console

4. Select the Management Pack as shown in Figure 6.
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FIGURE 6 Importing Management Pack in SCOM console
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Importing Brocade FCHBA Management Pack

5. Import the Management Pack by clicking Import on the screen shown in Figure 7.
iy e ey s e e
Ma ol P List l:HiAdd... |>( Remove ﬂ Properties, ..
_I Name | Version | Sealed |
{53, Brocade FCHBA Monitoring 1.000 Yes

ﬁi‘ Management Pack Details:

Brocade FCHBA Monitoring

Warning: This Management Pack contains rules with actions that run on the management server, Click
here for a list of these rules. Please make sure the management pack is from a trusted source and

does not present security risks. To eliminate these rules, remove the Management Pack from the list to
be imported,

Help | Import Cancel

BN

FIGURE 7 Importing Management Pack in SCOM console

6. Once the import is successful click the Close button.

The imported Management Pack should appear in the list of Management Packs in the
Administration pane as shown in Figure 8 on page 13.
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FIGURE 8 Imported Brocade FCHBA Management Pack in SCOM console

NOTE
After the Brocade FCHBA Management Pack is imported, use procedures in the following sections
to finish your initial configuration.

Creating a new management pack for overrides and other
customizations

Most vendor management packs are sealed so that you cannot change any of the original settings.
However, you can create customizations, such as overrides or new monitoring objects, and save
them to a different management pack. By default, Operations Manager 2007 saves all
customizations to the default management pack. As a best practice, you should instead create a
separate management pack for each sealed management pack you want to customize.

Creating a new management pack for storing overrides has the following advantages:

® [t simplifies the process of exporting customizations that were created in your test and
pre-production environments to your production environment. For example, instead of
exporting a default management pack that contains customizations from multiple
management packs, you can export just the management pack that contains customizations
of a single management pack.
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You can delete the original management pack without first needing to delete the default
management pack. A management pack that contains customizations is dependent on the
original management pack. This dependency requires you to delete the management pack
with customizations before you can delete the original management pack. If all of your
customizations are saved to the default management pack, you must delete the default
management pack before you can delete an original management pack.

It is easier to track and update customizations to individual management packs.

Refer to “Tuning performance threshold rules” for the default Management Pack threshold values
and procedures to override the default values on a per port basis or for all ports (overriding the
monitor for the port type).

Tuning performance threshold rules

The following table lists performance threshold rules with default thresholds that might require
additional tuning for your environment. You should evaluate these rules to determine whether the
default thresholds are appropriate. If a default threshold is not appropriate, you should baseline
the relevant performance counters, and then adjust the threshold by overriding them.

Counter Monitor Name Default Interval (Seconds) Default Threshold
DumpedFramesCustomUnitMonitor 300 50
ErrorFramesCustomUnitMonitor 300 50
InvalidCRCCustomUnitMonitor 300 1000
InvalidTxWordCustomUnitMonitor 300 1000
LinkFailureCountCustomUnitMonitor 300 25
LossOfSignalCustomUnitMonitor 300 50
LossOfSyncCountCustomUnitMonitor 300 500
NOSCountCustomUnitMonitor 300 50
PrimitiveSeqProtocolErrorCustomUnitMonitor 300 50
TxWords 300 50
RxWords 300 50

To override these default thresholds, perform the following steps:

1.

S

14

Select the Authoring node in the operation console.

Select the Brocade.FCHBA,Monitoring.Port monitor and expand it,
Select the health entity.

Expand the tree and select the Performance node.

Right click the monitor for which you want to change the threshold

Brocade Fibre Channel HBA Management Pack User’s Guide
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6. Select Overrides > Override the Monitor > for All Objects as shown in Figure 9.
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Overriding the threshold for a monitor

The Override Proprieties dialog box displays (Figure 10 on page 16).

7. Select the property and provide the new value in Override Setting column.

8. Select Enforced Check box to override the default values.
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Tuning performance threshold rules

Override Properties B2

Invvalid T Wword Custar Unit Monitor

b cnitor narne:

Cateqany:

Ovemdes target:

Cuiztom

Object: 10:00:00:05:1E:00:E1: 4B

Ovemde-controlled parameters:

Show monitor propertiss. .. |

Ovemide | Parameter Name ¢ | Parameter Type Cwvemide Setting | Hfective Value | Change Status Enforced :I
| Generates Alert Boolean False Falze [Mo change] [z
[ Auto-Resolve Alert Boolean Falze False [Mo change] O
O Alert Priorty Enumeration Low Low [Mo change] [=]
N Aled On State Enumeration The monitorisi... | The monitoris.... | [Mo change] [
| Alert severty Enumeration Critical Critical [Mo change] C
[ MNumber of samples Imteger 2 2 [No change] O
- Time Out in seconds | Integer 300 300 [Mo change] [=]
N Irterval in seconds Integer 300 300 [Ma change] [F
» | & || Threshold Double |_ 1000} 1000 [Added] | [ | =
1| 1 »
D etails:
Threshold Description Edit...
The new custom avemide will be created in the
‘Default Management Pack” Click apply to view
the new effective value for this parameter.
Management pack
Select destination management pack:
IDeéauIt Management Pack j MNew...
Help | ak | Apply | Cancel |

FIGURE 10  Threshold value override
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The Brocade FCHBA Monitoring management pack discovers Hyper-V hosts that have Brocade,
QLogic, or Emulex HBA drivers installed. It also discovers the HBAs installed on the managed hosts
and HBA ports.

The management pack also monitors the state of the port by monitoring the port statistics counters
and rolls up the port state to the HBA and then to host. It also generates PRO-Tips targeted to the
port class. These display in the PRO-Tip window for the SCYMM administrator to implement or
configure to auto-implement. When a PRO-Tip is implemented, one or more VMs are migrated to
another host.

Classes

Three model classes are showing In the service model in Figure 11 on page 17:

1. Brocade.FCHBA.Monitoring.Host - This is the Brocade driver application, which is a
Microsoft.Windows.ComputerRole.

2. Brocade.FCHBA.Monitoring.HBA - This is the Host Bus Adapter class, which is a
System.PhysicalNetworklnterfaceCard. This class is hosted by
Brocade.FCHBA.Monitoring.Host.

3. Brocade.FCHBA.Monitoring.Port - This is the Port class, which is a
Microsoft.SystemCenter.VirtualMachineManager.Pro.2008.Public. This class is contained by
Brocade.FCHBA.Monitoring.HBA.

These model classes are diagramed in Figure 12 on page 18.

Classes ()
Mame InbheritedFrom Accessibity Hosted | HasKeyProperty
@ Brocade FCHBA. Monitorng . Port Microsoft. SystemCenter. Vir tualMachineManager . Pro. 2008. Publ: Public ez ves
& Brocade FCHBA Monitoring. Host Micresaft. Windows. ComputerRale Pulblic Yes Yes
' Brocade FCHBA,Monitaring HBA System.PhyscaletworkinterfaceCard Puiblic Yes Yes
FIGURE11 Management pack service model classes
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FIGURE12 Class diagram

Brocade.FCHBA.Monitoring.Host class properties

1.
2.
3.
4.

ImagePath - Key property - Path of the driver - system32\DRIVERS\bfad.sys
Group - SCSI miniport.

VMMServerName - SCVMM server managing this host.

HyperVGUID - GUID of the hyper-v managed host.

Brocade.FCHBA.Monitoring.HBA class properties

1.
2.
3.

SerialNumber - Key property - This is serial number of adapter.
NodeWWN
InstanceName - key property for WMI class MSFC_FCAdapterHBAAttributes.

The instance of this class is populated with WMI query to class MSFC_FCAdapterHBAAttributes.

Brocade.FCHBA.Monitoring.Port class properties

1.
2.

3
4.
5

PortWWN - Key property
UniquePortld - GUID for port
PortFcld

FabricName

PortSpeed

Brocade Fibre Channel HBA Management Pack User’s Guide
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Objects discovered by the management pack 3

6. PortState

7. InstanceName - key property for WMI class MSFC_FibrePortHBAAttributes.

8. AdapterSerialNumber

The instance of this class is populated with WMI query to class MSFC_FCAdapterHBAAttributes.
There are 3 kinds of relationships in SCOM:

1. Hosting

2. Containment

3. Reference

Hosting is the most restrictive relationship as the hosted class instance can only exist within one
and only one hosting class instance (and not multiple). Also the lifetime of the HBA class instance
is same as that of the host class instance. Therefore, a HBA class instance cannot co-exist in
multiple host instances. Also, because a HBA class instance has the same lifetime a host class
instance, if you remove the host class instance, the hosted HBA instance goes with it.

Containment is less restrictive as the contained class instance can also exist even when containing
class is removed. As an example, Windows Server Group contains Windows Server, and Windows
server will still exist if Windows Group is removed.

Please refer to the SCOM Key Concepts document for details.

Figure 13 shows the source and target classes of the two relationships we have defined in the
Brocade HBA MP.

Mame InheritedFrom Source

#,. Brocade.FCHBA . Monitoring.Host_Hba_Rel System.Hosting Brocade.FCHEA.Monitoring. Host
Qﬂ} Brocade.FCHEA. Monitoring. HBA_PORT _Relation System. Containment Brocade.FCHBA. Monitoring . HBA

FIGURE 13 Management Pack service model relationships

Objects discovered by the management pack

This management Pack uses the following types of discovery processes.
® Registry based
® Script based

Registry based. This is used to find the host where the HBA is installed by searching the registry
entry in the network machines. If any one of the following registry entry is available, SCOM will
detect it as a host object.

® "HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\bfad" - for Brocade FCHBA
Driver

® '"SYSTEM\CurrentControlSet\Services\ql2300" - for QLogic 2300 FCHBA Driver
® "SYSTEM\CurrentControlSet\Services\Elxstor" - for Emulex FCHBA Driver

The registry entry will be created once you install the Brocade/ Qlogic/ Emulex FCHBA drivers.
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Objects discovered by the management pack

NOTE
Very minimal testing has been done for Qlogic and Emulex FCHBAs.

Script based, This discovers the HBAs and port information through VB Script and create instances
in the SCOM.

The discovered host, Brocade HBA, and ports can be viewed in the monitoring tab. Once the
management pack is installed host, HBA, and port discovery may take a few minutes.

The Monitoring tab in the BrocadeMP State Views directory displays the following three items (refer
to Figure 14):

® Hbas View
® Hosts View
® Ports View

Selecting BrocadeMP.HostsView will provide the host information.
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FIGURE 14 Hosts View

Select the Hbas View provides data on discovered HBAs as shown in Figure 15 on page 21.
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FIGURE 15 HBAs View

Select the Ports View to display discovered HBA port information as shown in Figure 16.

I System Center Operations Hanager 2007 - ProPackGroup

Fle Edt Vew Go Actons Took Hep

[ Qseach - i dscope [UFnd] 5 Ackons | b

|| & Look for: I Find Now  Clear x
e 4

¢ | patn
10:00:00:05: 1E:0C: 12:AC X5ANVHE-116223, engiab. brocade. com
10:00:00:D5: 1E:0C: 12:AD NE4W2KE-116223 engish brocade com
NGAWEKE- 116220, engiab. brocade, com
NGV IKE-116220, englab, beocade. com
XEAWHE-116223, englab.brocade.com
NEANHE-116223. englab. brocade. com
MEANXE-116220.englab. brocade. com

=] Diagram View for hemwin3c 8116209

151 3 Web Apphcaton oetoitveene |
| B2 Port properties of 10:00:00:05:1E0C:12:AC 1Tl

4] (B | 10:00:00:05: 1E:0C: 12:AC

et o hie viena. | NEAWINE-116223,englab brocade,com|10:00:00:05:1 EOC:1 2AC

MNew ves ¥ 0:00:00:05: 1E=0C: 12:4C

d | 123989850471768 35083
| 1]

g 9 0000 00:00:00:00:00:00

Lj) Authoring ;

@ Administration PCIWEN_155780EV_001385U8575 016831 0.0
“_:g_mw_bﬂupm — 10637864-6637-40ec bF78-T77F 04167 i
1 ]

R0 Recovery Level 2 =

Ready %

FIGURE 16  Ports View

Right-click on the host, HBA, or port and display the Diagram View.as shown in Figure 17 on
page 22.
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FIGURE 17  Host, HBAs and Ports seen in Host Level Diagram View

Use the following steps to view the health explorer for a host:

1. Right-click a host in the Hosts View and select Open'health Explore.

The window shown in Figure 18 on page 23 will display showing the health state of the host,

HBAs, and HBA ports.
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FIGURE 18  Health Explorer showing all performance monitors at Host, HBA, and port levels

Oversubscribed link and deteriorated link alerts

These events occur when values are exceeded for the deteriorated link and oversubscribed link
counters.

Deteriorated link:

® Dumped Frames Count
® Error Frames Count

® Invalid CRC Count

® Invalid TxWord Count

® Link Failure Count

® Loss of Sync Count

® Loss of Signal Count

®  Primitive SeqProtocolErr
® NOS Count
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Oversubscribed link and deteriorated link alerts

Oversubscribed link:

® TXWords
*  RXWords
Monitors

This section describes the monitors used to determine deteriorating links, HBA port dependency,
and host dependency.

Deteriorated Link monitor (Deteriorating Link Aggregate Monitor)
Causes - Wear and tear of cables can lead to deteriorating link condition.
Resolutions - Replace the cable between HBA and switch and/or switch and storage.

This monitor is an aggregate of the following monitors. If any one of the below mentioned unit
monitors cross the set threshold and goes unhealthy, then this aggregate monitor will also go
unhealthy.

® Dumped Frames Count - Contains the number of frames that were lost due to a lack of host
buffers available.

® Error Frames Count - Contains the number of frames that have been received in error.

® |nvalid CRC Count - Contains a count of the number frames with invalid cyclic redundancy
checksums.

® Invalid Tx Word Count - Contains a count of the number of invalid transmissions.

® Link Failure Count - Contains the link failure count.

® Loss of Sync Count - Contains the loss of synchronization count.

® Loss of Signal Count - Contains the loss of signal count.

® Primitive Sequence Protocol Error Count - Contains the primitive sequence protocol error count.

® NOS Count - Contains the number of nonoperational state primitive sequence (NOS) events
that have occurred on the switched fabric.

Oversubscribed Link monitor. (Oversubscribed Link Aggregate Monitor)

Causes - Oversubscribed link condition indicates that either of receive or transmit traffic from the
host to the storage is exceeding the set threshold.

Resolutions - Oversubscribed link conditions can be remedied by decreasing the load on the link by
moving one or more VMs to bring the traffic from host to storage below the set threshold.

This monitor is an aggregate of the following monitors. If any one of the below mentioned unit
monitors cross the set threshold and goes unhealthy, then this aggregate monitor will also become
unhealthy.

® Tx Words Count - Contains the number of frames that were lost due to a lack of host buffers
available.

® Rx Words Count - Contains the number of frames that have been received in error.

When any one of the counter value exceeded the set threshold, for the given port, that port's health
state will be changed from healthy to critical. And the state can be viewed in Ports View.
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Health roll up

HBA Port Dependency Monitor. This dependency monitor depends on the Oversubscribed link and
Deteriorated link aggregate monitors. When all ports on the HBA become unhealthy then this
monitor's state becomes unhealthy. The health state of this monitor rolls up to the HBA's healthy
state, and the HBA also becomes unhealthy.

NOTE
Refer to Figure 18 on page 23, which is the Health Explorer showing all performance monitors at
host, HBA, and port levels) to see the dependency tree of monitors.

Host HBA Dependency Monitor. This is a dependency monitor that depends on the HBA Port
Dependency Monitor.

FIGURE 19
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Port goes unhealthy when Rx Words monitor went unhealthy

An alert will occur in the operation manager for the event occurred.

Health roll up

When a Unit Monitor for a Port becomes unhealthy, the corresponding Aggregate Monitor
(DeteriorateLinkAgMonitor or OversubscribedLinkAgMonitor) becomes unhealthy.

Then the unhealthy state rolls up to HbaPortDependencyMonitor which in turn rolls up the
Unhealthy State to HostHbaDependencyMonitor. Figure 20 on page 26 illustrates how when both
ports on an HBA become unhealthy, the HBA also becomes unhealthy.
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Health roll up
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FIGURE20 Both Ports in HBA are unhealthy, so HBA becomes unhealthy also
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PRO-Tip generation

When the port state goes from Healthy to critical the Aggregate Monitor on the port object raises an

Alert. This Alert will be picked as PRO-Tip and sent to the SCVMM server. Figure 21 shows the

Aggregate Monitor hierarchy on port object.

PRO-Tip generation

3

Monitors
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FIGURE 21
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Aggregate Monitor alerts get sent as PRO Tips

Brocade FCHBA Monitorng

Brocads FCHBA Marntnnng
Brocade FCHBA Montonng

When PRO-Tip is received in the SCVMM server, the PRO-Tip window will open. When you click the
implement button, event ID 101 will be created. The rule in SCOM will pick that event and trigger
the PowerShell script written in the recovery of the monitor, and the host will be migrated. Figure 22

on page 28 shows an oversubscribed link alert appearing in the PRO-Tip window.
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3 Setting the host unavailable for VM placement
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FIGURE22 PRO Tip Window showing Oversubscribed Link Alert

Setting the host unavailable for VM placement

When all ports of one HBA are critical, health of the HBA will be set as critical. When all HBAs are
critical for a host, the host object will be set as critical. Once the host object is critical, an alert will
be generated, and recovery will be occur and event ID 102 will write to the Windows Application
event log. The corresponding Rule reads the event log and executes a power shell script to mark
the host as 'Unavailable for Placement' in SCVMM.” Figure 23 on page 29 shows the Host
Properties screen where The host available for placement is not selected.
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Setting the host unavailable for VM placement 3

lost Properties for x64w2ke-116223.englab.brocade.com

|Summary | Status | VMs | Reserves | Hardware | Networking | Placement | Remote | Custom | =

'i. Overall status: Needs Attention

Connection status: Responding
®F Agert status: Responding

..Iél

@' Agent version: Upto-date
'@' Witualization service status:  Running
;

Vitualization service version:  Upgrade Available

[” This host is available for placement

@ To optimize performance on servers that are hosting virtual machines, it is recormmended that you reserve
=" one or more hosts for maintenance tasks such as patching vitual machines and templates and for staging
scripted virtual machine creation. To do that, remove the host from placement.

ok | CancaL
e

FIGURE23 Host marked as unavailable for VM placement
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Setting the host unavailable for VM placement
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Chapter

Troubleshooting 4

Troubleshooting PRO for Brocade HBA Management Pack

If generation or implementation of PRO is failing, check the following:

1. Verify that latest MP is imported to SCOM.

2. Verify the required registry entries are available for Host discovery.

3. If discovery of application, HBA, or port, relations is taking a long time then make sure that
'OpsMgr Health Service' is started and running on the HyperV Host machines. If they are
started, try restarting this service.

4. Discovery can also be forced by executing powershell commands within VMM powershell.

a. Get-VMMServer <Your VMM Server Name>
b. Set-VMMServer -OpsMgrServer <Your OpsMgr Server Name>

5. If all PORT properties are not populated by SCVMM, try running set-vmmserver -OpsMgrServer
<SCOM Server Name>.

6. Verify in SCVMM that VMs are available on the Host and in 'Running' status.

Verify that VMs are not excluded from PRO (see Figure 24 on page 32).
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Troubleshooting PRO for Brocade HBA Management Pack

Virtual Machine Properties for DEMOVM1 E3

| General | Hardware Corfiguration |U1edcpoint5 |Cu5tom Properties | Settings | Actions | ':@1

Seff-Service

if the virtual machine will be used in selfservice, specify the number of points to apply toward the owner’s
virtual machine guota while the virtual machine is deployed.

Quota Points: |1 =

PRO

Use the following option to prevent PRO from migrating the virtual machine or performing other actions
based on host monitors in PRO-enabled management packs. PRO will continue to recommend actions
baged on menitors for the vitual machine.

[T Exclude virtual machine from PRO hostdevel actions

ok | CancaL
o

FIGURE24 VM excluded from PRO setting

8.

For execution flow specific errors, refer events with IDs of 70 or 80 in the Windows Event log

(Application log).
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Chapter

Frequently Asked Questions 5

Following are frequently asked questions and answers for the Brocade HBA Management Pack.

1.

Can | run SCVMM server in one PC and the SCOM in another PC?

Answer: Yes you can run SCOM and SCVMM in separate machines. But you have to grant
access to SCVMM server in SCOM installed Machine by adding the SCVMM machine in a user
role with administrator privilege.

What are the methods to push SCOM agent in remote machine?
Answer: There are two methods to push the SCOM agent to remote machine.
Manual Installation. Installing the agent setup in the remote machine.

Pushing Agent. Pushing the agent from the SCOM server to a remote machine by enabling
the remote machine privilege.

If I already import the management pack it is it possible to import again?

Answer: If both Management Packs are different version then there is will be no problem.
There will be a conflict if Management Packs with the same version are imported.

After importing the management pack, the SCOM doesn't discover HBA what can | do?
Answer: Restart the Operation Manager Health service on HOST and SCOM machines.

Do | need to install Brocade driver for discovering the HBAs through Brocade HBA Management
Pack?

Answer: Yes.
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Appendix

Scripts A

The following table describes scripts provided with the Brocade FCHBA Management Pack.

Script Purpose Parameters Default Frequency
Port Performance Script This script provides IntervalSeconds 300 secs (5 mins)
monitoring of HBA
ports statistics
counters.
Discover HBAs Script This script discovers ImagePath 14400 secs (4 hrs)
the HBAs on a host. NetworkName
Discover Ports Script This script discover s ImagePath 14400 secs (4 hrs)
the ports on the HBAs.  SerialNumber
DisplayName
PrincipalName
HyperVGUID
VM Migration Oversubscribed  This script provides the <HostName>*<VMMServer>* NA
Link Recovery Task recovery task for a <EventOriginld>*<PortWWN>*
PRO-Tip of ONE

oversubscribed link
alert and initiates a
migration of one VM at
a time on the host.

Set Host Unavailable Recovery  This script provides the  <PrincipalName>:<VMMServer> NA
Task recovery task that

marks the host as

unavailable for further

VM placement if all

ports on that host

become unhealthy

VM Migration Deteriorating This script provides the  <HostName>*<VMMServer>* NA
Link Recovery Task recovery task for a <EventOriginld>*<PortWWN>*
PRO-Tip of deteriorated  pLL
link alert and initiates
the migration of all
VMs on the host.
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Port performance script

Script

Purpose Parameters

Default Frequency

VM Migration power shell
Script

This script migrates
the VMs when a PRO
tip is implemented. It
selectively migrates
only those VMs that
are on the affected
port that went
unhealthy. for an
oversubscribed link,
one VM gets migrated
while for a
deteriorating link, all
VMs on the affected
port are migrated.

EventDescription

NA

Set Host Unavailable power

This script marks the EventDescription

NA

shell Script host as unavailable
from further VM
placement.
Port performance script

28

Name: PortPerfScript.vbs

Performance Counters:

The following Port performance counters are polled by this script every IntervalSeconds:

TxWords

RxWords
NOSCount
ErrorFrames
DumpedFrames
LinkFailureCount
LossOfSyncCount
LossOfSignalCount

© 0 N o 0k~ Db R

10. InvalidTxWordCount
11. InvalidCRCCount

PrimitiveSeqProtocolErrCount

Refer to MSFC_FibrePortHBAStatistics for details.

How the script works:

This script polls the performance counters for HBA ports every interval seconds (300 secs by

default) and computes the delta value between the counter values. It then averages the number of

samples.

For TxWords and RxWords counters, the rate of change is calculated based on the port speed using

the following formula.
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Discover HBAs script A

Value = (Counter / IntervalSeconds) / PortSpeed) x 100.

Where, PortSpeed is first converted to words/second with following calculation.

PortSpeed = PortSpeed * 1024*1024*1024/32

Assuming, Port Speed is in Gbps and WORD length is 32 bits.

The delta is calculated for the above values of counter and then its averaged over NumSamples.
Effective values for parameters are as follows:

® NumSamples is 2

® Threshold for each counter is defined under “Tuning performance threshold rules” on page 14.

® |IntervalSeconds is 300 secs.

Discover HBAs script

This script discovers all HBAs on the host.

How the script works:

The following WMI query is executed to get the HBA attributes
select * From MSFC_FCAdapterHBAAttributes.

Discover ports script

This script discovers the Ports on all HBAs on the host.

How the script works:

The following WMI query is executed to get the port attributes.
select * from MSFC_FibrePortHBAAttributes.

VM migration oversubscribed link recovery task

This script initiates VM Migration of one VM at a time on the host as a consequence of
oversubscribed link.

How the script works:

It writes an event with event ID 101 to the Windows Application event log. This event is then read by
a corresponding VM Migration Rule, which executes a power shell script to cause the actual VM
Migration. For an Oversubscribed link, only one VM is moved to a destination host at a time.

Timeout: 300 secs.
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A Set host unavailable recovery task

Set host unavailable recovery task

This script marks the host as unavailable for further VM placement.
How the script works:

Once all ports on the host become unhealthy, then the host is made unavailable for further VM
placement. This recovery task initiates the marking of host as unavailable for placement by writing
an event with event ID 102 in the Windows Application event log. The corresponding Set Host
Unavailable Rule reads the event log once an event with ID 102 is located, it then executes a power
shell script that marks the host as unavailable for placement.

VM migration deteriorated link recovery task

This script initiates VM Migration of all VMs on the host as a consequence of deteriorating link
alert.

How the script works:

Writes an event with event ID 101 to the Windows Application event log. This event is then read by a
corresponding VM Migration Rule which then executes a power shell script to start the actual VM
Migration. For a deteriorating link, all VMs on the host are moved to a destination host.

Timeout: 300 secs.

VM migration power shell script

This script migrates the VMs when a PRO tip is implemented. It selectively migrates only those VMs
that are on the affected port that went unhealthy. In case of oversubscribed link, one VM gets
migrated whereas in case of deteriorating link, all VMs on the affected port are migrated.

How the script works:

Reads the event ID 101 logged by event source BrocadeMP. If such an event is found then it gets
event description and migrates ONE or ALL VMs on the affected port.

Timeout: 300 secs.

Set host unavailable power shell script

This script marks the host as unavailable from further VM placement.
How the script works:

Reads the event ID 102 logged by event source BrocadeMP. If such an event is found then it gets
event description and marks the identified target host as unavailable for VM placement.

Timeout: 300 secs.
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